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ABSTRACT: The help of an automated process that filters and classifies network intrusions is often needed by cyber-

security professionals. The classification of the attack type is essential for applying specific preventive measures to 

secure networks. Numerous Machine Learning (ML) models have been proposed as the foundation for Network 

Intrusion Detection (NID) systems. Yet, their efficacy varies based on many factors. For instance, an ML model trained 

on a highly unbalanced dataset may be biased towards over-represented attack types. On the other hand, focusing solely 

on the ML model's performance in minority classes can have a negative impact on its performance in the majority 

classes. We proposes a Network Intrusion Detection (NID) system that addresses the issue of imbalanced datasets and 

uses Convolutional Neural Networks (CNN) to classify different attack types. The performance of the proposed system 

is compared to other systems that use different techniques such as Random Over-Sampling (ROS), Synthetic Minority 

Oversampling Technique (SMOTE), Adaptive Synthetic Sampling (ADASYN), and Generative Adversarial Networks 

(GAN) for data balancing.The NSL-KDD and BoT-IoT datasets are used for benchmarking, and the results show that 

the proposed system performs well in the minority classes on the binary classification task. Our proposed system scores 

a  good weighted average F1-Score on the multi-class classification task using the BoT-IoT dataset. 

 

I. INTRODUCTION 

 

Cloud computing and Internet of Things (IoT) technologies, and the generations of wireless technologies are advancing 

expeditiously. With the help of these advanced technologies, millions of users and devices are interconnected. This 

creates more opportunities for cyber-security attackers to target more victims. Securing users’ information and 

protecting the IoT devices is crucial for the continuation of the communication process. Knowing that some of the 

targeted systems may have a strong Network Intrusion Detection (NID) system, cyber-security attackers use reformed 

attack methods. Therefore, a well performing NID system must be able to distinguish new attacks even if it has not 

seen any or many of them.Many machine learning (ML) based NID systems have been introduced recently. However, 

while implementing such systems, ML engineers have to address several issues. For instance, fitting models on an 

imbalanced dataset may result in a high False Alarm Rate (FAR) on the minority classes.  

 

II. LITERATURE SURVEY 

 

Network security has become a critical concern due to the rapid growth of cyber threats and vulnerabilities. Intrusion 

Detection Systems (IDS) are widely used to monitor network traffic and identify malicious activities. However, one of 

the major challenges in IDS is the presence of imbalanced datasets, where certain attack classes have significantly 

fewer samples compared to normal traffic. This study addresses the issue of class imbalance in intrusion detection by 

using regularized Wasserstein Generative Adversarial Networks (WGAN-IDR). The model generates synthetic samples 

for minority classes, resulting in a balanced dataset. Experiments conducted on the CICIDS2017 dataset using multiple 

classification strategies demonstrate improved performance, achieving high F1-scores of 0.99 for binary classification 

and 0.98 for multiclass classification. 

 

Title: “A Fast Network Intrusion Detection System Using Adaptive Synthetic Oversampling and LightGBM” 
This research proposed a hybrid intrusion detection system combining ADASYN oversampling and the LightGBM 

model. Data preprocessing techniques such as normalization and encoding are applied, followed by synthetic data 
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generation to address class imbalance. The system achieves high accuracy across multiple datasets, including NSL-

KDD, UNSW-NB15, and CICIDS2017, while also reducing computational complexity  

 

III. PROPOSED SYSTEM 

 

We proposes a Network Intrusion Detection (NID) system that addresses the issueof imbalanced datasets and uses 

Convolutional Neural Networks (CNN) to classify different attack types. The performance of the proposed system is 

compared to other systems that use different techniques such as Random Over-Sampling (ROS), Synthetic Minority 

Oversampling Technique (SMOTE), Adaptive Synthetic Sampling (ADASYN), and Generative Adversarial Networks 

(GAN) for data balancing.To validate the aforementioned contribution, we use two highly imbalanced datasets such as 

the NSL-KDD dataset and the BoT-IoT dataset. 

 

FUNCTIONAL REQUIREMENTS 

1. Data Collection 

2. Data Pre-processing 

3. Training and Testing 

4. Modiling  

 

NON FUNCTIONAL REQUIREMENTS 

NON-FUNCTIONAL REQUIREMENT (NFR) specifies the quality attribute of a software system. They judge the 

software system based on Responsiveness, Usability, Security, Portability and other non-functional standards that are 

critical to the success of the software system. Example of nonfunctional requirement, “how fast does the website load?” 
Failing to meet non-functional requirements can result in systems that fail to satisfy user needs. Non- functional 

Requirements allow you to impose constraints or restrictions on the design of the system across the various agile 

backlogs. Example, the site should load in 3 seconds when the number of simultaneous users is > 10000. Description of 

non-functional requirements is just as critical as a functional requirement. 

 

• Usability requirement 

• Serviceability requirement 

• Manageability requirement 

• Recoverability requirement 

• Security requirement 

• Data Integrity requirement 

• Capacity requirement 

• Availability requirement 

• Scalability requirement 

• Interoperability requirement 

• Reliability requirement 

• Maintainability requirement 

• Regulatory requirement 

• Environmental requirement 

 

IV. METHODOLOGY 

 

Data Collection  

• Use intrusion detection dataset (NSL-KDD / CICIDS2017).  

 

Data Preprocessing  

• Clean data, convert text to numbers  

• Normalize values  

• Split into training and testing data  
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Data Balancing  

• Use SMOTE or sampling methods  

• Balance normal and attack data  

 

Model Building (CNN–LSTM)  

• CNN extracts important features  

• LSTM learns sequence patterns  

• Combine both for better detection  

 

Model Training  

• Train model using training data  

• Use optimizer like Adam  

 

Model Testing  

• Test using test data 

  Classify as Normal or Attack  

 

Evaluation  

• Check Accuracy, Precision, Recall  

 

Result  

• Improved intrusion detection performance 

 

V. PROPOSED SYSTEM HARDWARE RESULTS 

 

System testing, also referred to as system-level tests or system-integration testing, is the process in which a quality 

assurance (QA) team evaluates how the various components of an application interact together in the full, integrated 

system or application. System testing verifies that an application performs tasks as designed. This step, a kind of black 

box testing, focuses on the functionality of an application. System testing, for example, might check that every kind of 

user input produces the intended output across the application. 

 

Phases of system testing: 

A video tutorial about this test level. System testing examines every component of an application to make sure that they 

work as a complete and unified whole. A QA team typically conducts system testing after it checks individual modules 

with functional or user-story testing and then each component through integration testing. 

 

Fig 2.  
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VI. CONCLUSION 

 

The proposed NID system that addresses the issue of imbalanced datasets and uses Convolutional Neural Networks 

(CNN) to classify different attack types performs well in the minority classes while maintaining an good recall of on 

the binary classification task. The proposed system is compared to other systems that use different techniques for data 

balancing, and the results show that the proposed system outperforms them. Future work can focus on improving the 

proposed system's performance by using more advanced techniques for data balancing and feature extraction 
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